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1
Decision/action requested

It is requested to discuss and approve the proposed changes.
2
Rationale

The on-the-fly indication from the visited network to UEs, to use the null-scheme, is an open issue. 

While there were solution proposals in SA3#89 (Reno) meeting for such on-the-fly indication, SA3 did not agree on any solution and an EN was retained at the end of Clause 5.1.5. In the same meeting, the contribution S3-173101 analyzed various aspects of such on-the-fly indication arguing that there is no need of such on-the-fly indication.

We think that SA3 should first make sure if there is indeed any restriction on encryption of identifiers.

(1) We do not have knowledge of any resitriction on use of 5G-GUTI. Mind that SUPI privacy is related to identifier and not data.

(2) If the SUPI privacy would use pseydonyms instead of HN public keys, there would be no reason for the VPLMN to prevent the usage of pseydonyms. The assumed problem is not the requirement of protecting the privacy of the subscriber but the chosen technology to implement the requirement. 
(3) When the USIM implements SUCI calculation, it is not necessary that encryption is used. It is not clear if the VPLMN should be able to force the use of the null-scheme also for these methods.  
(4) We do not have knowledge of any restriction on use of cryptographic functions used in primary authentication (i.e., MILENAGE functions). Mind that SUCI triggers primary authentication and therefore is part of the primary authentication.

It should be reminded that all UEs that use null-scheme are vulnerable for false base-station attacks. As a general principle, the usage of the null-scheme should be strongly discouraged by SA3. 

If SA3 decides to standardize a solution for the on-the-fly indication of using the null-scheme, the solution should not introduce new attacks, e.g. if the UE stores the information which PLMNs require null-scheme, then the false base stations globally may try to use this PLMN ID with broadcast, and perform the attack also in countries which don’t use null-scheme. 

If agreed to be standardized, Ericsson would be interested seeing a solution that is not overly complex, and that can be implemented locally in networks that want to use it. For example, indicating the mandatory use of the null-scheme within the PLMN in a protected NAS message could be one option. Indication of the usage of the null-scheme to the HPLMN may not be needed. It is similar local policy decision than the usage of null-encryption. 
In the attached pCR, we proose that the EN is modified to reflect this discussion. 
3
Detailed proposal

Based on the above observations, it is proposed to delete the Editor's Notes Clause 5.1.5 that questions if there should be an on-the-fly indication from the visited network to UEs, to use the null-scheme.
***
BEGIN CHANGE
***
5.1.5
Subscriber privacy 

Editor's Note: This subclause will contain general, high-level requirements on the UE related to at least the core network subscription identifiers (i.e., SUPI/SUCI and 5G-GUTI). Requirements should not unnecessarily delve into solutions.

The UE shall support 5G-GUTI.

The SUPI should not be transferred in clear text over 5G RAN except routing information, e.g. Mobile Country Code (MCC) and Mobile Network Code (MNC).

The UE shall support at least one privacy-preserving mechanism.
The home network public key shall be stored on the tamper resistant secure hardware component. 

The UE shall support the null-scheme.
If the home network has not provisioned the public key in the tamper resistant secure hardware component, the SUPI protection in initial registration procedure is not provided. In this case, the null-scheme shall be used by the ME.
Editor's Note: Where the calculation of SUCI is done is FFS. 

Based on operator’s decision, indicated by the USIM, the calculation of the SUCI shall be performed either by the USIM or by the ME.

NOTE 1: If the indication is not present, the calculation is in the ME.

In case of an unauthenticated emergency call, privacy protection for SUPI is not required.
Provisioning, and updating the home network public key in the tamper-resistant hardware shall be in the control of the home network operator. 

NOTE 2:
The provisioning and updating of the home network public key is out of the scope of the present document. It can be implemented using, e.g., the Over the Air (OTA) mechanism.
Subscriber privacy enablement shall be under the control of the home network of the subscriber. 

Editor’s Note: There is no requirement that the visited network should be able to prevent the protection of the privacy of the subscriber. However, it is FFS if the visited network should be able to limit the usage of certain protection schemes and how to avoid that a fake visited network forces the UE to use the null-scheme. Note that the false base-station attacks are possible for all UEs in networks that use the null-scheme. Note also that allowing on-the-fly indication of using the null-scheme by the VPLMN may japoridize the privacy of the UEs that are not roaming. 
***
END OF CHANGES
***


